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Executive Summary

* ASCR has a long history of conducting research and supporting
operations in Middleware, Grid, and higher level Services to form
Distributed Science Infrastructures

* Operation of these infrastructures has been historically been
performed by an individual Science domain (i.e., ESG - Climate, LHC
— High Energy Particle Physics)

* A Pilot project built upon the success of the Future Lab Computing
— Working Group to pilot the use of laboratory resources using a
federated Identity service to access those resources

* Federating DOE/SC facilities as they continue to generate, process,
analyze, and archive more data will significantly increase the value
and usability of those facilities
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Qutline

e Future Lab Computing background
 DCDE Pilot

* SC19 Demo

* Federated IdM across the lab

* Building for the future
— Past federations
— Supporting 100x more users
— Expected scientist skill set
* Distributed facility Challenges
— The E2E mantra
— Multiple Organizational Domains
— Performance Tuning now and in the future
— Operational Debugging now and in the future
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From Grids to Clouds to Today

e 1999: MICS (ASCR) funded 3 pilot Grid computing projects
— Earth Systems Grid (ESG) — Distribution of Climate Models and Simulations
— Particle Physics Data Grid — Distribution of LHC data to U.S. physicists
— Fusion Grid — Remote control room for tokamak scientists
e 2009: ASCR funded a Software as a Service project
— Globus on-line — Hide complexity of GridFTP file transfers with a SaaS model
 2017: ASCR pushes Federation of Lab Computing Resources

— Future Lab Computing — Working Group — Work with Lab staff to understand how to
federate lab computers

— Distributed Computing and Data Ecosystem (DCDE) — pilot project to demonstrate
federation of lab computers
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FLC — WG Report

DOE/SC Laboratories provide computing/storage resources
to lab staff, researchers, and visiting scientists

Demands on these resources are increasing

Labs have the capability to leverage decades of research to
create modern Distributed Computing and Data Ecosystems
(DCDE) to meet the current and future demands of DOE
scientists

ASCR constituted Future Laboratory Computing Working
Group (FLC-WG). Met through 2018 and delivered report
with findings.

DCDE pilot established for FY2019 fleshes out the key
components and documents procedures to establish the
infrastructure.

FLC Working group report (2018): Background and
Roadmap for a Distributed Computing and Data
Ecosystem, https://doi.org/10.2172/1528707
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https://doi.org/10.2172/1528707

DCDE Pilot — The Art of the Possible

Funded staff at ANL, BNL, LBNL, ORNL, and EMSL
— Goal is to deploy, not develop, existing tools and services
Services used:

— AuthN/AuthZ: InCommon, ClLogon and COManage
— Globus and auth-ssh
— Application and Containers

— Jupyter notebook and Parsl| workflow

Issues, Challenges and Lessons

These Slides were taken from the DCDE team, particularly David Cowley (PNNL/EMSL)
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Identity Management Fundamentals

« Authentication (AuthN): The Identity of an individual as defined by a username and
some kind of password. An Identity Provider (IDP) server contains the login
information and returns an identity token after a successful login

« Authorization (AuthZ): A Service Provider (SP) server controls access to a specific
resource (i.e., computer, instrument) by accepting an identity token and a possible
set of attributes.
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Sample list of Account Attributes

Information required to get a
computing account for non lab
employees

Site ID number

Online Cybersecurity training
Online Computer use
agreement

First Name
Last Name
DoB
Citizenship
SSN

email

ANL

TRUE

TRUE
TRUE
TRUE
TRUE
TRUE

TRUE

BNL

TRUE
TRUE

TRUE
TRUE
TRUE
TRUE
TRUE

TRUE

LBNL

ORNL

TRUE
TRUE
TRUE

TRUE

TRUE

PNNL

TRUE
TRUE

TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
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Example: Accessing NERSC's NIM
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HE Apps

% Bookmarks

& nersc.gov/users/accounts/

@ 402 - Forbidden: Ac..

Powering Scientific Discovery Since 1974

Login
Site Map | My NERSC | < Share

search
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FOR USERS
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> My NERSC
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» Documentation
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Glossary
User Accounts
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ALCC
» Storage & File Systems
» Application Performance
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+ Training & Tutorials
» Software
» Policies
» NERSC Users Group

Home » For Users » Accounts & Allocafions

ACCOUNTS & ALLOCATIONS

Accounts Terminology

“Your NERSC Information:
Accounting Interface (NIM)

My NERSC

This page explains the words NERSC usss for managing accounts and allocations.

User Accounts (Logins)

This section explains how to get and manage a NERSC user account. It also covers passviords

account policies and security, and explains how usage is charged

Acknowledge NERSC

How to get a NERSC account
« Passwords

Managing Your User Acco

How usage is charged

Account Pol

Collaboration Accounts

« NERSC Computer Security

NERSC Allocations: for Principal Investigators and Account

Managers

This section is for principal invesfigators and project managers who apply for NERSC allocations and
manage their project users. It explains how to submit 3 NERSC allocation request and how to use NIM

for account management tasks such as changing user quotas
lity

Apply for Your First NERSC Allocation

TIhe NERSC Allocation Request Form (ERCAP)

Allocations Overview and Eli

2020 Call for Proposals to use NERSC Resources

= ()

Award F X Previen X NIM Lo % SCFOA % Pre-Pic X SBRFU X | b Text-5 X RESOUF x NITRD | X NITRD T X
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Apps Bookmarks @ 403 - Forbidden Ac..

& nim.nerscgov/loginform.phtml

m NIM | NERSC Information Management

Warning: NIM will be put into read-only mode on Thursday moring, Dec 5, 2019.

Please use Iris instead, starting on that day: hitps //iris nersc.gov

Please sign in
NERSC Username: [ ]
L 1

NIM Password!

MFAOTP:

(One-Time Password)

Sign in as Staff

New to NERSC? Get valuable information about using NIM here: NIl User's Manual

NERSC requires using Multi-Factor Authentication (MFA) to increase your account
security. Read instructions here

Reset your NIM password using the link above. If you have problems resetting your
password, contact Account Support at the number below.

NERSC Account Support: 1-800-66-NERSC (menu option #2) or 510-486-8612.
NERSC Consultants: 1-800-66-NERSC (menu option #3) or 510-486-8611,
Submit a trouble ticket at: help.nersc.gov

Browser Requirements | NOTICE TO USERS | All connections are logged.
Please DO NOT BOOKMARK this page. Bookmark hitps://nim.nersc.gov/

@ Disting X | +
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Example: Accessing NERSC’s NIM

_ - o x N
@ svardl x| @ Preview 3 [ Accour X @ SCFOA X | & PrePic X | @ SBIRFU X | 4 Text-S X | @ RESOUN X | @ NITRD' X | @ NITRD' X | @) Disting: % | + 0F % | @ Preview x EINML x @ SCFOA X | & PrePic X | @ SBRFU X | 4 Text-S X | @ RESOUS X | @ NITRD' X | @ NMRD' x | @ Distng X | +
& > C & nemscgov/users/accounts/ & e H < @ nim.nersc.gov/loginform.phtml
Apps s Bookmarks @ 402 - Forbidden: Ac... HE Apps s O 403 -Forbidden: Ac..
Login -
Siie,itan)| BV IERSC N Shors m NIM  NERSC Information Management
Sam
Powering Scientific Discovery Since 1974
HOME  ABOUT  SCIENCEATNERSC  SYSTEMS PG Seil NEWSGPUBLICATIONS RED EVENTS LVESTATUS TIMELWNE O || Che e || [n] e || Q) SER a1 L) R [ C S e || ahies 65 || 0= || 0 i e ] £ o ] 1050 6 | G s ISRl =
Home » Far Users » Accounts & Allocations C @ clegenorg * @
FOR USERS E ’
Your NERSC Information: ! Apps  Hr Bookmarks @ 402 - Forbidden: Ac.
il ACCOUNTS & ALLOCATIONS cccuni e
Accounting Interface (NIM)
+ My NERSC
» Getting Help My NERSC
» Documentation -
= Accounts Terminology
» Accounts & Allocations
This page explains the words NERSC uses for managing accounts and allocations. m
Glossary
User Accounts User Accounts (Logins) Select An Identity Provider
Allocations This section explains how to get and manage a NERSC user account. It also covers passwords. ot Uriver of ndon
e s account policies and security, and explains howr usage is charged Googice Survey of Staveniz
ALCC - Acknowledge NERSC gz;aéa University =
» Storage & File Systems + How to get a NERSC acc
. Application Performance Searcho[ ]
= Passwords

» Job Logs & Statistics
» Training & Tutorials

Remember this selection: [
How usage is charged Log On
Account Pol

By selecting "Log On"., you agree to ClLogon's privacy policy.
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Bridged with ClLogon + COManage

Also usable for SSO to in-campus (in-lab for us) resources, aarc-yellow.pilots.aarc-project.eu ‘MCOmanage.
without obvious redirect to external login page. e o
fargfyellow.pilots.aarc-project.eu People .
Allows usage of non-InCommon auth sources (Google, Github, == = = s o) 80 e o
any OAUTH2).
Membership lists, attributes, and enrollment and lifecycle B
management via (hosted) COManage. — |
. Anthony West Active @ Edit
e NSF/Internet2 project
e SAML attribute provider iy (HCOManage.

e Handles registration workflow
https://incommon.org/docs/iamonline/20180117 IAMOnline.pdf

ClLogon provides interface for registering/managing services.

This approach doesn't require any DCDE-specific
infrastructure--all hosted by cilogon.org.
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https://incommon.org/docs/iamonline/20180117_IAMOnline.pdf

ClLogon Bridged " BNL ANL N
Federation InCommon }V_\[ InCommaon

2. AuthN brokered IDP IDP y

to InCommon OR 4 '
Google, efc. - |I'ICOI‘I‘"II"I],OI"I p /\ DCDE implemented as ClLogon bridged

= federation
" EEﬂEEatIO‘f'I \ / ClLogon registered as InCommon SP
ClLogon able to broker AuthN to other ID

federations like Google, Github, Microsoft, etc.
ClLogon COManage AuthZ and allowed AuthN managed in KeyCloak

—

A

Google IDP
[ (Oauth2)

AuthN (hosted by groups.
brokerage cilogon.org) SPs point at ClLogon for AuthN.

)
)

) | ZZZ SP
P P : i' Sewme B
) _: q DE Fe;:leratlon k
5 - ‘
y - ANL SF'
H i Service A
BNL SP --
Service A
3. AuthZ
e 1. User goes attnbutes e
to SvcA provided by
BML User COManage. ANL User
User login
complete.
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InCommon

InCommon Federation chosen as identity platform

Participation from multiple DOE labs
— ANL, BNL, LBNL, JLab, ORNL

Users from participating labs can authenticate themselves using their lab credentials

InCommon provides only SAML standard but no Oauth (which is a bit of a problem)
— DOE HPC and General Purpose compute systems have limited support for SAML
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ClLogon

« Authentication hub for DCDE

- Serves as a proxy/broker service linked to Incommon
— Able to translate SAML to Oauth

 Also provides X509 certificate service that is useful for integration with some
services (eg. gsissh, gridftp)
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COManage

« COManage service is integrated with ClLogon

* It provides a web-portal like platform
— for users to self-register (optional)
— to manage and federate user attributes from multiple sources
— admins to create groups and sub-groups
— admins to manage project and user account lifecycle
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AuthN/AuthZ: Participating Site Roles

A site admin for each site

Provide access to resources for DCDE project

Provide a site entry point gateway "host" and a batch scheduler

Obtain registered users' DN from COManage admin

Create appropriate "mapfiles” mapping the user DNs to local site accounts

Create local accounts and groups as appropriate to the local site policies
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Globus and oauth-ssh

« Globus ssh provides the ssh over oauth
— users can ssh to sites via oauth-ssh

« Globus transfer is used for data transfer purposes between participating sites
« Technical requirements for oauth-ssh

— Choose a port (we chose 2222) for each site to be opened

— Update DNS at site to add a text metadata record for the site gateway host for oauth-ssh
to authenticate site using nslookup
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Application and Containers

« We chose a microscopy application called Relion for prototyping purposes
« The application is containerized using Singularity

« Each site runs the same container and same version of Singularity for ease of
portability and troubleshooting
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Jupyter and Pars|

Jupyter was integrated into the DCDE project whereby users can sign into the
Jupyter web-interface using their DCDE credentials

Jupyter's capability of custom authentication was linked with the ClLogon
interface

ClLogin OAuth tokens are available within the Jupyter notebooks to provide
seamless authentication across the DCDE resources

Parsl is chosen as the workflow platform
— Written in Python -- a python package
— Natural for Jupyter
— Well integrated with Globus and oauth
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Distributed Computing and Data Ecosystem (DCDE) Demo Overview

T Cowley@PNINE

2. Dong@BNL

3. Muip_hy-(_)lgo_n@ANL

[ Jupyter Hub }

-

CoManage
Federated ID
Mapping

Parsl
Invocation

Parsl
Invocation

Parsl
Invocation

Parsl
Invocation

m s s o e - S S S S - S S S e . ..

Parsl
Invocation

[N SR

PERE e —
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Demonstration Components

* Science Driver

* Federated Identity Management

* Portability across laboratories

* Workflow through analytic notebooks
* Data Transfer

Try very hard to not reinvent anything: use available technologies and
capabilities!
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PaNL - Thank you!

ANL

BNL

LBNL ORNL

Acknowledgment: DOE SC/ASCR

Laboratories: LCRC@ANL, SDCC@BNL, LRC@LBNL, CADES@ORNL,
EMSL@PNNL
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Issues, Challenges and Lessons

« Some learning curve for users -- third-party auth, oauth-ssh, parsl, etc.

— An approach is to provide a templated solutions to common user issues

 Site admin overhead eg. firewalls management, installation and
configuration of oauth stack, jupyterhub etc.

— Scripted several install steps
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Pilot to Production

Federated Identity Management across the SC lab complex
— Generate a production level Federated IdM service based on pilot labs
— Integrate ASCR facilities into this federation
— Integrate other SC labs into this federation
— Integrate other SC facilities into this federation
Resolve open policy issues
— What attributes are required by a Resource Provider?

— How will Federated IDs map to local accounts (multiple options)

Delay decision on implementing a workflow service
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The Future’s so Bright

e Associate Professor at HBCU
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The Future’s so Bright

* Send sample to Light Source Facility
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The Future’s so Bright

e Real-Time verification of data
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The Future’s so Bright

e Data Collection
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The Future’s so Bright

« Data processing
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The Future’s so Bright

* Image Processing and Discovery
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The Future’s so Bright

* Discovery and Recognition

S U.S. DEPARTMENT OF Office Of

E N E RGY Science




Conclusion

* Federated Identity Management is a key enabling service to foster scientific
discovery

 The DCDE pilot project demonstrated that IdM services are ready for full scale
deployment within the DOE/SC lab complex

 While some policy and trust issues need to be resolved, there are significant
benefits to creating and using a federated IdM service
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